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What makes modelling cyber risk accumulation so challenging?
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Cyber Insurance Landscape ςAn Overview
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Cybersecurity Stakeholders are Vulnerable, Insurance Firms are Exposed

$10.5T
by 2025

Global Demand

13.33 16.66

84.62

2022 2023 . 2030

Global Cyber Insurance Market Size
Billions USD

$84B
in 2030

Cyber Damages

Rate Changes & 
Capacity Crunch

3 trillion a decade ago
$6 trillion in 2021

2014 Ƈ 2023

Driven by ransomware, deteriorating loss 
ratios, uncertainty  about risk exposure, uncertainty  
about the quality of underlying risk

25% per annum projected 
compound annual growth 
rate through 2028
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DeRISK: Combine data and modelling solutions to enable risk transfer

2nd Generation Cyber Risk Quantification & Management SaaS 
Platform

The only evidence-based data and self-adaptive cyber risk 
quantification model for industrialenvironments

Probabilistic modellingof how a cyber-attack can spread and 
impact an organization, using a realistic representation of its OT 

network, along with real time inside-out and outside-in data

For a

SINGLE
facility
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Single Facility Cyber Risk

Number of Attempts
- NoA-

Powered by
OUTSIDE-IN & INSIDE-OUT Data

Powered by
OUTSIDE-IN Data

Powered by
BUSINESS-RISK-LOSS Data

Attack Path Simulator
- APA -

Loss Event
Impact
- LEI -

Risk
Mitigation

- MRS -

Powered by
BUSINESS-RISK-LOSS Data

PORTFOLIO ACCUMULATION Modelling System (PAMS)

How many attacks in a 
year?       

How can an incident 
propagate and cause

a loss event?

What is the
financial impact ($)? 

How to Mitigate?What causes 
accumulation of losses?       

Powered by
OUTSIDE-IN & INSIDE-OUT Data

UNIT RISK Modeling System (URMS)

Exposure &
Co-exposure

- EXP -

Cyber Inside: Valuable insights, but also highly confidential. Valuable to attackers too!
Symmetry of knowledge: the same data and the same model across the risk transfer chain!

Inside/Out data contextualized with underlying industrial process

More than just a model
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Cyber Risk Accumulation

Reality is always more complicated

Operator

Plants Generators

Manufacturer

Owner

A TINY example from 
renewable energy 
generation sector
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Cyber Risk Accumulation

Reality is always more complicated

Operator

Plants Generators

Manufacturer

Owner

ÁInsurance policies covermultiple facilities

ÁAccumulations start with a single policy

ÁRisk owners operateacross multiple facilities

ÁThe challenge is to describe co-exposure

ÁSolving large loss and catsimultaneously

A TINY example from 
renewable energy 
generation sector
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Path of hurricane Andrew, Aug 1992, colours represent wind speeds

16 Aug

26 Aug

Systemic Cyber Risk: More Challenging

Operableutility-scale generating units as of August 2022

SYSTEMIC RISK
A single event
triggeringwidespread failures
across multiple organizationsor sectors

What is the cyber equivalent of nat-cat modelling approaches?
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Path of hurricane Andrew, Aug 1992, colours represent wind speeds

16 Aug

26 Aug

Systemic Cyber Risk: More Challenging

Operableutility-scale generating units as of August 2022

How do these events affectconfidence in risk modelling?

What are the consequences for rates,
available insurance capacity & coverage?

More than a model: dependencies, dynamics, threat actors,  
threat landscape, scarcity of data

SYSTEMIC RISK
A single event
triggeringwidespread failures
across multiple organizationsor sectors
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