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Parametric insurance in climate risk

Source : EDGE.
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The cost of a cyber incident
The cost can be (roughly) decomposed into :

- cost that are directly related to the data exposed ;
- business interruption ;
- damage to reputation.

Example of Business interruption (Lloyd’s and AIR, 2018, "Cloud down"
report) :

- duration of the service interruption
- activation (or not) of a back-up plan
- progressive return to normal after restoration of the service.

The estimated cost is proportional to the duration (with a different factor
depending on the different phases).
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Parametric insurance

A policyholder experiences a loss Y.

"Traditional insurance" :
- the policyholder receives a compensation Y (minus the deductible) from the

insurance company ;
- this usually requires expertise (and time).

Parametric insurance (or "index-based") :
- the payment is based on an index fpWq, where W are covariates
- W are observed just after the claim
- fpWq ď Y (otherwise it is not insurance anymore) or at least with high

probability
- no need for expertise, fast payment

Parametric insurance products for cyber : essentially related to the time of
business interruption and/or volume of data exposed.
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Utility theory and index conception
Utility theory can be used to formalize the needs of the policyholder.
In the following, we consider a utility function which represents the satisfaction
of the policyholder, which is a function

U : R Ñ R,

with U strictly concave.
Consider a compensation Z paid to the policyholder.
The fortune of the policyholder after the claim is :

u ´ Y ` Z ´ p1 ` θqErZs,

where u is the initial fortune.
Here, p1 ` θqErZs is the insurance premium (pure premium + a loading factor
θ ą 0).
The idea is to find the product Z˚ that maximizes

E rU pu ´ Y ` Z ´ p1 ` θqErZsqs ,

over a set of possible products Z.
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Demand in parametric insurance

Two possible contracts :
- Traditional insurance, compensation Y but with delay, seen as expp´τqY

from the policyholder with τ ě 0 ;
- Parametric insurance : ϕpWq (main example we consider :
ϕpWq “ βErY |Ws with β ă 1).

Utility : all policyholders have an exponential utility function, that is, for α ą 0,

Uαpxq “ ´α expp´αxq.

A measure µ describes the distribution of the "risk aversion" α.

Demand
If N is the total size of the target population, the number of policyholders chosing
the parametric product is n « NµpAq, where

A “ tα P R : E rUαpϕpWq ´ Y ´ πϕq ´ UαpY rexpp´τq ´ 1s ´ πY qs ą 0u ,

where πϕ (resp. πY ) is the price of the parametric contract (resp. traditional one).
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Viability of the contract

To achieve viability, we need the portfolio to be large enough, in the sense that

P

˜

n
ÿ

i“1

ϕpWiq ´ nπϕ ą 0

¸

ď ε pCεq,

for some ε close to zero, assuming that the policyholders are i.i.d.
Recall that πϕ “ p1 ` θϕqErϕpWqs.

Gaussian approximation (based on the Central Limit Theorem) : this works if

θϕ ě
S´1

pεqσϕ

n1{2ErϕpWqs
,

where S is the survival function of a N p0, 1q variable, and σ2
ϕ is the variance of

ϕpWq.

Increasing θϕ will allow to become viable for smaller n, but will reduce the
demand, hence will have effect on n.
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Alternative vision of the viability

In the paper (not discussed here), we also consider the viability in terms of
resilience against "shocks".
The idea is to introduce the possibility of catastrophic events that break the
independence between policyholders.
We consider the simple model where the loss of the company is

n
ÿ

i“1

ϕpWiq ` δZ,

where Z is a Generalized Pareto distribution with scale parameter proportional
to n, and δ a Bernoulli random variable.
On the other hand, the premium is not modified, and does not take Z into
account.
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Conditions 1/2

Recall that we consider the particular case where ϕpWq “ βErY |Ws.

θY is the loading factor of the traditional insurance contract, θϕ the loading
factor of the parametric one.
Let

mY pα|wq “
logE rexppαY q|W “ ws

α
.

Proposition
Let

ηpαq “ 1 ´ β ` θY ´

"

sup
w

mY pα|wq ´ ϕpwq

ErY s

*

.

If
0 ă θϕ ď

ηpαq

β
,

the policyholder with risk aversion α prefers the parametric product.
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Conditions 2/2

Proposition (Viability, i.i.d. case)
A sufficient condition for condition pCεq to hold is to have, for some α0,

ηpα0q ě
σϕS

´1
pεq

N1{2ErY sµprα0, α0 ` hpα0, τqsq1{2
,

where hpα0, τq is some positive function, and N is the size of the total size of the
target population, and if

0 ă θϕ ď
ηpα0q

β
,
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Hybrid product

The previous conditions naturally leads to a "hybrid" product mixing traditional
insurance and parametic coverage.
The idea is to consider the following compensation

Z “ ϕpWq1WPW ` Y expp´τq1WPWc ,

where
W “ tmY pα|wq ´ ϕpwq ď eu ,

for some e.
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Determination of W

For some α0, use a model to estimate w Ñ E rexppα0Y q|W “ ws .
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Determination of W

For some α0, use a model to estimate w Ñ E rexppα0Y q|W “ ws .

Second model to estimate
w Ñ ErY |Ws,

where we recall that, in this example ϕpWq “ βErY |Ws.

Selection of a region W that matches the viability conditions.
These conditions are slightly modified, α prefers the hybrid product to full tradi-
tional insurance if

e

E rY |Ws pepαq
ď 1 ´ β ` θY ´ βθ,

where pepαq “ PpW P Wq.

We expect all the policyholders with risk aversion between α´ (the minimum
among the policyholder’s population) and α0 to chose the product.
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Example of calibration

Illustration in cyber insurance.
LUCY study from AMRAE : describes each year the amount of premium
collected on a (significant) part of the French cyber insurance market.
Average premium : πY “ 9, 163 euros in 2022.
Loading factor : rough estimation at 0.4 based on past data.
N “ 500 corresponds approximately to the number of companies in the
perimeter of the LUCY study in 2022.
Distribution of the risk aversion : shifted exponential,

dµptq “ λ expp´λpt ´ α´qq.

α´ corresponds to the minimum risk aversion to accept the loading factor
θY “ 0.4.

Determination of λ : We make the assumption that half of the population is
ready to accept a 40% increase of the premium.
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Database of cyber incidents

Synthetic database of cyber incidents.
Among available information : Y “ the economic loss, W “ cyber maturity of
the victim, time of business interruption,...
Method 1 :
1) Regression tree to estimate mY pαq.
2) Tree based estimation of ϕ based on the same subdivision as for the

previous tree.
Method 2 :

1) Regression tree to estimate mY pαq.

2) Independent estimation of ϕ within each leaf of the tree using neural networks.
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Database of cyber incidents
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Conclusion

Extension : a relatively similar framework can be used to optimize claim
management in traditional insurance :

- after the claim, the idea is to propose to some policyholders (depending on
the context of the claim) an immediate compensation ;

- focus the expert effort on some specific claims.
This requires to include a probability for the policyholder to accept or not the
automatic compensation (which is expected to be, in average, less than the true
loss).
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Thank you for your attention !
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